Interim policy on establishment and operation of internet open, anonymous information servers and services by Acting Dean of Computer and Information Services
Calhoun: The NPS Institutional Archive
Information Technology and Communication Services (ITACS) ITACS Publications
1995-06
Interim policy on establishment and
operation of internet open, anonymous
information servers and services
Acting Dean of Computer and Information Services
Monterey, California:  Naval Postgraduate School.
http://hdl.handle.net/10945/40990
7/26/13 9:07 PMInterim Policy on ... Internet Open, Anonymous Information Servers




From: Acting Dean of Computer and Information Services 
To: Distribution
Subj: Interim Policy on Establishment and Operation of
Internet Open, Anonymous Information Servers and
Services
1 June 1995
Encl: (1) Definitions 
(2) Standard Disclaimers
1. Purpose. To establish interim NPS general policy regarding establishment and operation of Open, Anonymous
Information Servers and Services, such as World Wide Web (http), Gopher, Anonymous FTP, etc.
2. Cancellation None
3. Background
a. The DOD, DON and NPS are currently in the midst of what is colloquially referred to as "the Information
Explosion." The growth of the Internet and the popularity of such applications as hypertext browsers promise to
revolutionize many facets of our operations. Internet applications such as Mosaic, NetScape, Gopher, and FTP
are becoming essential for efficient and effective communication and operation within both academia and
DOD/DON community. As the Navy's flagship graduate institution, NPS should be in the forefront of
developing and exploiting such applications for the benefit of DOD/DON.
b. Coupled with their promised benefits, however, open, anonymous information servers and services present
potential problems:
(1) Depending on the size of their information files and the external demand for these files, such services
can consume significant network bandwidth, and seriously degrade network performance for other
systems on the same ethernet segment.
(2) To be useful, such servers must accept outside users without requiring either a local user account or
password. Providing such service clearly entails nontrivial security risks, risks to which NPS must be
especially sensitive because military computer systems are traditionally high profile "targets."
(3) Regardless of how or by whom actually developed, the appearance of, and the accuracy, currency and
relevance of the information available through any such service which is associated with NPS will reflect,
at least indirectly, on NPS professional standards and the credibility of all other NPS services.
(4) The information provided by such services can, unless clearly indicated to the contrary, be interpreted
by others as reflecting official NPS, DON or DOD policies or positions.
c. The rapid development of the area of open, anonymous information servers and services, requires NPS to
immediately establish overall policy. Therefore, this memorandum establishes interim policies, which will be
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open to review, comment and evaluation, for approximately six months, prior to publication of an appropriate
NPS Instruction.
4. Policy
a. NPS fully supports, consistent with prudent operational and security considerations, the establishment of any
open, anonymous information server and service which supports legitimate, mission-related activities of
students, faculty and staff. NPS does expect that such servers, when established, will operate in an appropriate
professional manner, that the operating system software which provides such services will be installed and
maintained only by qualified system administrators, and that appropriate security upgrades ("patches"), if any,
will be incorporated as soon as they become available.
b. NPS also expects that information provided through such services at NPS will generally be professionally
presented; current, accurate and factual; and reasonably related to the NPS mission, the NPS research program,
or other areas of interest to DOD/DON. Personal information, if present, should be limited to that reasonably
related to official duties. Personal information on an individual will only be included with the explicit consent of
that person. Unofficial information will be clearly labeled as such.
c. Each organizational anonymous information service will be registered with Computing and Information
Services.
d. Every anonymous information service, whether containing official or unofficial information, will have a
designated author or maintainer, who will be personally responsible for the content and appearance of that
service. This individual's name (or organizational code, for an organizational service) and e-mail address will be
prominently displayed along with the information provided by that service. Departmental phone numbers and
the date of last review will also be included on organizational services.
e. NPS will provide optimally located central server systems which will be available for individuals wishing to
develop departmental and individual services. NPS encourages departments to use these servers in preference to
systems on departmental servers. Individuals or departments may be required to use and develop services on
central server systems if such services consume excessive network resources.
5. Specific Restrictions and Limitations
a. Classified, sensitive unclassified, financial and privacy act information will not be stored on or provided by
any open, anonymous information server or service. Unclassified information whose distribution must be
limited, for any reason, will be provided only from servers that have been individually and specifically
accredited for that purpose.
b. Organizational entities within NPS may establish multiple anonymous information servers, but only one of
these may act as the organizational information service for that entity.
c. Official NPS, DON or DOD logos or seals may be used only by organizational services.
6. Responsibilities
a. All NPS personnel will be aware of and adhere to this policy. Actual or alleged violations, or questions of
general applicability will be handled through normal channels.
b. The Dean of Computer and Information Services (Code 05) will:
(1) Provide appropriate system access (servers) for individuals wishing to establish open, anonymous
information services,
(2) Maintain a registry of all authorized open, anonymous information servers on campus,
(3) Appoint a World Wide Web Advisory Committee, broadly representative of faculty, students and
staff. This committee will meet regularly, solicit broad campus input, and advise the Dean on all aspects
of operation of NPS open, anonymous information servers and services.
(4) Based on the recommendation of the World Wide Web Advisory Committee, appoint appropriate
individuals to respond to all campus inquiries with regard to establishment and operation of open,
anonymous information servers and services.
(5) Ensure that this policy is adequately reflected in all relevant user's manuals, etc., and is addressed in
training given to new computer users.
c. The Director of Information Services (Code 52) will:
(1) In consultation with the World Wide Web Advisory Committee and the NPS Public Affairs Office,
design and maintain the NPS organizational infostructure and organizational NPS WWW Home Page,
publish design and layout guidelines to be followed by all other NPS organizational services,
(2) Appoint a campus WebMaster.
d. The ADP System Security Officer (ADPSO) will determine, based on appropriate technical advice, and
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publish, a list of specific system operating configurations and software versions that meet minimum security
criteria for open, anonymous servers.
e. Individual authors/maintainers of open, anonymous services will:
(1) Ensure the appropriateness, factual accuracy and currency of all information available on their service.
This includes the appropriateness of other open, anonymous servers and services addressed directly from
their services,
(2) Periodically review all aspects of the information available on their service,
(3) Ensure that their services do not provide sensitive, unclassified information to unauthorized
individuals, and
(4) Clearly identify, as part of their service, themselves, their position and their e-mail address.
(5) Clearly indicate, using, as appropriate, one or more of the standard disclaimers provided in Encl (2), if
the information provided by their service does not reflect official DOD, DON or NPS policy or positions.
f. Line managers will notify the Dean of Computer and Information Services of the network address and of all
anonymous information services which provide official information for the their organization, or its
subelements.
g. Computer system administrators will notify the Dean of Computer and Information Services of all their
systems that are configured to provide anonymous information services, and ensure that the configuration and
software of any such system has been approved for such use by the Command ADPSO. They will also be
generally aware of the type and content of each specific open, anonymous information service operated on their
systems.
h. Curricular officers will apprise all students, including future incoming students, of this policy. Civilian
supervisors will similarly apprise all civilian employees. The Dean of Faculty will ensure that this policy is
adequately reflected in the NPS Faculty Handbook.
7. Action This policy is effective immediately. The Superintendent, based on the advice of the Dean of Computer and
Information Services, will resolve any issues that cannot be adequately resolved at lower levels.
HARRISON SHULL By direction Distribution: NAVPGSCOLINST 5605.2Q (List 1)
DEFINITIONS
Anonymous Information Server
A hardware/software combination that accepts requests for information from users without challenging them for a
password or verifying their authority to receive such information. An example of this would be a UNIX system
running an http or gopher daemon.
Information Service
A specific software/data/data structure combination, together an associated infostructure, that provides specific
information to users. An example of this would be a specific web page, gopher menu, or anonymous FTP
(sub)directory.
Client
A computer or program that requests a service of other computers or programs.
FTP
File Transfer Protocol. A protocol for transferring files from one computer to another.
Gopher
A protocol for distributing information based on a menu interface.
Home Page
A Starting point or center of an infostructure.
HTTP
Hypertext Transfer Protocol. An efficient, stateless protocol used on the World Wide Web.
HTML
Hypertext Markup Language. The format in which web pages are written.
InfoStructure
A group of documents linked together on one or more information servers, usually providing information concerning a
certain subject or idea.
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Organizational Service
A service, usually a web page, that describes and represent an NPS organization and it services. Information
represented on these pages will be considered to be official, unless clearly identified to the contrary.
Server
A computer or program that provides a service to other computers or programs.
Server Maintainer
A person who maintains the server software and hardware.
URL
Uniform Resource Locator. An internet "address" of a resource. URL's can refer to Web pages, FTP sites or files,
Gopher resources, or NNTP (Usenet) Newsgroups.
WAIS
Wide Area Information Service. A protocol that facilitates searching distributed databases for information.
Web Browser
Software that acts as a client, allowing a person to retrieve information from various sources, particularly web servers.
WebMaster
A web page author and/or server maintainer.
Web Page
An html document in an ascii file which may contain more than one printed page, and is usually served by a web
server.
Web Page Author
A person who writes one or more web pages and is usually responsible for its maintenance.
Web Server
A software/hardware combination that provides resources such as web pages to web browsers.
World Wide Web
1) a system for maintaining distributed hypertext that originated at the European Laboratory for Particle Physics
(CERN) in Geneva, Switzerland.
2) the superset of protocols that include Gopher, ftp, WAIS, PH, and others
3) The initiative to create a universal, hypermedia-based method of access to information.
4) The internet-wide environment for shared information.
STANDARD DISCLAIMERS
1. The author and/or maintainer of each anonymous information service will include appropriate disclaimers.
Disclaimers properly apprise users of any restrictions, qualification or implicit permissions associated with the use of
such services. Disclaimers also protect the government, the authors and maintainer of services, and the systems
administrator(s) of the systems that provide such services by clearly identifying, "up front," what information
represents official policies (as opposed to personal opinions), what routine actions may be ongoing that could be
interpreted as infringing on users' privacy, and what consequences may accrue to improper uses.
2. In order to both minimize user confusion and to protect the government, the content and language of disclaimers
should be uniform between similar services. Therefore, unless prior approval has been obtained from the ADPSO (or
his designated representative), the language provided below will be used, as appropriate, in each unclassified,
nonsensitive, anonymous information services. (Appropriate disclaimer language for systems which provide sensitive
unclassified information will be determined, on a case-by-case basis, in consultation with the ADPSO.) Authors
should place these disclaimers in close proximity to the point where they reasonably expect readers to enter the
service.
3.
a. The following statement will be used by all services:
This information service operates on a U. S. Government computer system. This system is
monitored to ensure proper operation, to verify the functioning of applicable security features, and
for other like purposes. Use of this service constitutes consent to such monitoring. Unauthorized
attempts to upload or change information; to defeat or circumvent security features; or to utilize this
system for other than its intended purposes are prohibited and may result in prosecution under the
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Computer Fraud and Abuse Act of 1986 or other applicable statutes and regulations.
b. In addition, one of the following two disclaimers will be used:
(1) By unclassified, nonsensitive organizational information services:
This information service is provided by [state name of organization, e.g., the Director of
Military Operations at the Naval Postgraduate School] for the public viewing and retrieving
of information. Unless otherwise indicated, information on this service represents official,
unclassified NPS, Department of the Navy, or Department of Defense policies or positions.
Information from this service may be distributed or copied, subject only to any indicated
copyright restrictions and normally accepted procedures for properly crediting sources.
(2) By individual or non-organizational unclassified, nonsensitive information services:
This information service is intended for the public viewing and retrieving of unofficial,
unclassified information only. Information on this service should not be construed to
represent official NPS, Department of the Navy, or Department of Defense policies or
positions. Information from this service may be distributed or copied, subject only to any
indicated copyright restrictions and normally accepted procedures for properly crediting
sources.
c. Furthermore, the following disclaimer will be used with any items of unofficial information appearing on an
organizational information service:
This information does not represent official NPS, Department of the Navy, or Department of
Defense policies or positions.
4. Authors and/or maintainers may incorporate their service's disclaimers either verbatim, or, if technically feasible
(e.g., on an Web Page) via a link. For example, a organizational information service could simply state on its home
page:
This is the Organizational Information Service of the Department of Military Operations, Naval
Postgraduate School. This is a U. S. Government Computer System.
where Organizational Information Service would provide a hypertext link to para. 3.b.(1), and U. S. Government
Computer System a hyperlink to 3.a above. A similar statement, linked instead to para. 3.b.(2), could be used by non-
organizational and individual home pages. Items of unofficial information appearing on an organizational information
services could simply conclude with the phrase (Unofficial), which would provide a hypertext link to para. 3.c above,
etc.
